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Introduction

Baseline legal protections for privacy have been evolving in the United States
over the last 100 years. Yet in Washington, D.C., U.S. state capitols, and internationally,
many politicians and bureaucrats are seeking to protect privacy without knowledge of
fundamental protections for privacy in the United States: the state privacy torts.

The common law is the legal tradition that the United States inherited from
England in colonial times. During the last century, American common law developed a
body of privacy-protecting theories that give people whose privacy has been invaded the
right to sue and collect damages.

The state privacy torts provide explicit legal protection for privacy in the United
States and, at the same time, they allow beneficial uses of information to go forward.
This protects people while fostering innovation. Most proposals to protect privacy by
administrative regulation would cut off or seriously curtail many beneficial uses of
information.

The state privacy torts have many ramifications for current privacy debates.
Foremost, legislators and bureaucrats at the state, national, and international levels should
be aware that U.S. privacy law is not a vacuum. Numerous laws protect privacy by
backing up individuals’ privacy-protecting decisions. Numerous laws prevent harmful
uses of information unrelated to privacy. And the state common law torts provide

explicit legal protection for privacy. - -
The state privacy torts prowde

The relative ignorance of many explicit |ega| protection for
legislators to our nation’s baseline privacy

protections is not their fault alone. Privacy privacy in the U_ni_ted States
advocates and others have helped to foster and allow beneficial uses of

the impression that there is no law protecting ; i
Americans. This is a violation of the trust Information to go forward.

that many have placed with them.
Substantial criticisms of the privacy torts can be made, but they should be made directly,
rather than by telling the press, the public, and public officials that no privacy protecting
law exists in the United States.

Litigation using the privacy torts is a superior option to highly regulatory
proposals that would attempt to protect privacy by dictating information practices to
consumers and businesses. The existence of the privacy torts should also weigh heavily
on debates about whether new federal law should preempt existing state privacy law.

Now and forever, empowered and aware consumers are what will deliver privacy
on the terms consumers desire. As consumer awareness continues to grow — awareness
of the real threats to privacy, the laws that protect against various harms, and now the
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explicit protections for privacy in state law — they will be able to transact their business
with confidence that privacy is available to them on the terms they want it. The state
common law privacy torts are a part of delivering privacy to all Americans.

The Common Law of Torts

In American law, a tort is a private or civil wrong or injury. It is the violation of a
duty that the law imposes upon all persons in a certain situation or in a certain
relationship to other people. A person commits a tort when he or she performs an act that
is recognized by the law as wrongful toward others and for which the remedy is a private
legal action.

For example, the law imposes a duty on all people not to do violence to others.
When a person fails to uphold this duty, by punching someone, for example, this is a tort
called “battery” — the second half of “assault and battery.” Battery is defined as an
intentional and wrongful physical contact with another person, without his or her consent,
that causes injury or offense.

A tort is not necessarily a criminal violation, though some torts are both civil and
criminal wrongs. Battery is an example. Someone who has committed a battery may be
arrested and charged for the offense by public authorities, or he or she may be sued in a
civil court by the victim of the battery. The main thrust of the tort law is not criminal
punishment. It is to provide injured parties relief and compensation for the harms they
have suffered.! Someone who is the victim of a tort has a “cause of action.” This means
that he or she may go to court, sue the person who caused the harm, and, if the suit is
successful, collect damages.

The general tort law in the United States has been detailed in a document called
the Second Restatement of Torts, issued by the prestigious American Law Institute.> The
ALl was organized in 1923 to address the uncertainty and complexity in American law.
Between 1923 and 1944, Restatements of the Law were developed for many areas of law,
including torts. Many judges and states recognize the Restatement as an influential guide
to the law. In 1952, the organization began a second round of Restatements, and the
Second Restatement of Torts remains authoritative today. A third series of Restatements
was begun in 1987.

The law of torts is largely a product of the common law, which the United
States inherited from England during the colonial period. Common law derives from
generation after generation of judicial decisions extending back into pre-history. Judges

! See Legal Information Institute, Cornell University, Tort Law: An Overview
http://www.law.cornell.edu/topics/torts.html
2 See American Law Institute home page http://www.ali.org/
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in common law courts draw on precedent from past cases to determine the just course in
present cases. The common law generally reflects the longstanding historical usages and
customs that have protected individuals and their property in our society. When it has not
been reissued in legislative enactments, common law draws its authority from both its
deep roots and its close relationship to western notions of fairness and justice.

Common law is distinct from civil law, which is the dominant legal tradition in
continental Europe. Civil law is generally comprised of statutes and codes written
(historically) by emperors and kings, and (today) by legislatures. In the past, civil law
catalogued the norms of a relatively static society. Modern civil law reflects the best
efforts of legislators to articulate the law that will serve all of a society’s diverse interests
going forward. Bright minds must try to figure out in relative abstraction what the law
should be. It takes extraordinary, perhaps impossible, prescience to write from scratch
the law that will serve all the interests of a fluid, dynamic society.

Though it does so slowly, the
common law evolves and changes as The common law ]
conditions change or as history reveals past Incorporates the wisdom of

decisions to be unjust. Some lines of cases generations of judges, and

die out; others join together to form new
legal theories. The common law incorporates the IaWyerS who have argued

the wisdom of generations of judges, and the | before them, to balance
lawyers who have argued before them, competing interests and

working through real controversies between . - .
real litigants to balance competing interests achieve Just results in an

and achieve just results in an evolving evolving society.
society.

In his influential book, The Common Law,® United States Supreme Court Justice
Oliver Wendell Holmes, Jr. said famously of the common law, “The life of the law has
not been logic: it has been experience.” This can be read as a comparison of civil law
and common law, and a ringing endorsement of the latter.

® OLIVER WENDELL HOLMES, JR., THE COMMON LAW (1881). http://promo.net/cgi-
promo/pg/t9.cgi?entry=2449&full=yes&ftpsite=ftp://ibiblio.org/pub/docs/books/gutenberg/
“1d. at 1.
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The Privacy Torts

One relatively recent change in the common law has been the emergence of the
American privacy torts. Unlike many other torts, which have ancient roots, the privacy
torts have a discrete foundation that is only a little over 100 years old: an article called
The Right to Privacy,’ published in the 1890 Harvard Law Review.

The authors of the article, Samuel D. Warren and Louis D. Brandeis, were
concerned with the rise of newspapers, photography, and other technologies that have the
potential to expose people’s images and personal information to the public. Warren and
Brandeis argued that the next step in evolving legal protections for the individual should
be explicit protection of privacy. The two compared the contours of explicit legal
privacy protection to the law of defamation, to physical property rights, to intellectual
property, and to the law of contracts.

Their key concern was with publicity given to sensitive personal information —
undesirable and embarrassing scrutiny of private life by the press and public. (Warren
and his family, notable Boston “blue bloods,” had been embarrassed and annoyed by
newspaper coverage of their lives.®) Privacy as discussed by Warren and Brandeis did
not extend to matters that were of legitimate public or general interest. And publication
of facts by the individual concerned, or with that person’s consent, cut off that person’s
right to privacy in that information.

In 1960, eminent legal scholar William L. Prosser documented how privacy as a
legal concept has come to constitute four distinct torts.” That is, a person whose privacy
has been invaded in any of four different ways can sue the invader for damages. These
torts still exist today, and are roughly contoured as follows:

* Intrusion upon seclusion or solitude, or into private affairs;

» Public disclosure of embarrassing private facts;

» Publicity which places a person in a false light in the public eye; and
o Appropriation of one’s name or likeness.

A partial list of key state cases, statutes, and other sources having to do with the privacy
torts can be found in the Appendix to this paper.

Prosser was not totally enamored with the privacy torts. The link among them —
the idea that people have a right “to be let alone”® — is slightly tenuous for legal theory.

® Samuel D. Warren and Louis D. Brandeis, The Right to Privacy, 6 Harv. L. Rev. 193 (1890).
http://www.lawrence.edu/fac/boardmaw/Privacy_brand_warr2.html
® William L. Prosser, The Right to Privacy, 48 Cal. L. Rev. 383 (1960).
5

Id.
® The idea of a right “to be let alone” apparently originated in the torts treatise of Judge Cooley. Warren
and Brandeis, supra note 5, at 195 n. 4
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Prosser warned that the different ways each branch of the tort might apply could easily
lead to confusion.’

Intrusion

The tort of intrusion had its foundation in wrongful entry upon places were
private life was being conducted. An early precursor, for example, was a case involving
a man’s entry into a room where a woman was giving birth.*® The principle has been
carried beyond places and belongings and an intrusion tort may occur when someone
eavesdrops using microphones or wiretaps, and when someone peeps through the
windows of a home.

An intrusion probably has not occurred when someone makes excessive noise or
exhibits bad manners and obscene gestures. The intrusion tort is not implicated when the
matters observed can not be accurately called “private,” as when someone is observed or
photographed on a public street.

Public Disclosure of Private Facts

The public disclosure of private facts cause of action is probably most like what
Warren and Brandeis worried about in their Harvard Law Review article, and it is
important today because large amounts of personal information can be collected and
disseminated using digital technologies. It allows a person to sue if highly sensitive
information about him or her is publicly disclosed. Early cases involved revelation of a
woman’s past life of prostitution in a movie that identified her by name,** publicity given
to debts,** and publicity given to medical pictures of a person’s anatomy.

There are some key limitations on the disclosure tort. First, the disclosure of
private facts must be a public disclosure, not a private one. In other words,
communicating information to small groups or legitimately interested parties is unlikely
to be actionable. Second, the facts disclosed must be private facts. Publicity given to
information that is open to the public eye will not give the subject of the publicity a cause
of action. Third, making the information public must be an act that would offend a
reasonable person of ordinary sensibilities. A person with peculiar sensitivity to
exposure will not be able to successfully sue someone who publicizes unremarkable or
clearly favorable personal information.

False Light
The false light privacy tort protects people against being cast in a false light in the

public eye. It has often been used when people’s photographs have been exhibited in

° Prosser, supra note 6, at 389.

9 DeMay v. Roberts, 46 Mich. 160, 9 N.W. 146 (1881).

! Melvin v. Reid, 112 Cal. App. 285, 297 P. 91 (1931).

12 Trammell v. Citizens News Co., 285 Ky. 529, 148 S.W.2d 708 (1941); Biederman’s of Springfield v.
Wright, 322 S.W.2d 892 (Mo. 1959).

13 Banks v. King Features Syndicate, 30 F. Supp. 352 (S.D.N.Y. 1939) (applying Oklahoma law).
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ways that create negative inferences about them. People have successfully sued when
they have wrongly been associated with cheating taxi drivers,** “profane” love,™ juvenile
delinquents,® or drug dealing.?” Like the disclosure tort, a false light complaint must be
about publicity given to negative implications that would be objectionable to the
reasonable person. The subjective feelings of the highly sensitive are not protected. The
tort is similar to defamation, but it goes more to the peace of mind of the individual than
to his or her standing in the community.

Appropriation
Finally, the appropriation tort prevents exploitation of attributes of a person’s

identity for commercial gain. It arose in an unusual way, when the legislature in New
York sought to overturn a decision by that state’s highest court. In a 1902 case,® the
New York Court of Appeals refused to recognize the privacy torts urged by Warren and
Brandeis. The defendant had used an attractive woman’s picture, without her consent, to
advertise flour. The decision denying her recourse brought a storm of disapproval, and
the legislature passed a statute making it both a misdemeanor and a tort to use any
person’s name, portrait, or picture in advertising or trade.'® Many other states passed
similar such laws, and in other states courts adopted the tort as a part of the common law.

A successful suit under the appropriation theory must be based on use of the
plaintiff’s identity, not just coincidental use of the same name. Something must tie the
communication to a particular person. In statutory cases, the appropriation must be for
pecuniary advantage, but the common law cases may not be so restrictive.

As Prosser emphasized, the four branches of the privacy torts are very different
from one another, and they apply differently in different situations. But they are explicit
privacy-protecting law that exists in most of the United States. They are important to
consider and study, particularly given the focus on privacy as an important part of the
distinct field of information policy.

The Privacy Torts as Information Policy

Though they have developed over 100 years, the privacy torts entered American
legal culture very rapidly in historical terms, and they should continue to develop and
evolve as common law doctrines do. Even more rapidly, American society has entered a
new era: the Information Age. In this age, “information policy” has quickly become an
important field of study and advocacy.

! peay v. Curtis Publishing Co., 78 F. Supp. 305 (D. D.C. 1948).

1> everton v. Curtis Publishing Co., 192 F.2d 974 (3d Cir. 1951).

18 Gill v. Curtis Publishing Co., 38 Cal. 2d 273, 239 P.2d 630 (1952).

" Thompson v. Close-Up, Inc., 277 A. D. 848, 98 N.Y.S.2d 300 (1950).

18 Roberson v. Rochester Folding Box Co., 171 N.Y. 538, 64 N.E. 442 (1902).

Y¥N.Y. SESs. LAws 1903, ch. 132, §§ 1-2. Now, as amended in 1921, N.Y. CIv. RIGHTS LAw, §§ 50-51.

7

The Privacy Torts: How U.S. State Law Quietly Leads the Way on Privacy Protection
A Special Report by Privacilla.org (July 2002)



Despite their pre-industrial and Industrial Age origins, privacy and the privacy
torts are clearly information policy. We can understand them better by considering them
as such. Indeed, “privacy” itself needs to be recognized as a particular state of affairs
having to do with information, rather than a confused jumble of different problems.

For too long, privacy has been a catchword for any number of concerns that face
us as we enter the digital age. People commonly use the words “privacy” and “security”
interchangeably, despite important differences. They refer to the serious crime problem
of identity fraud as a “privacy” problem. And they object to spam — millions of e-mails
sent in the absence of knowledge about the recipient — as an invasion of “privacy.”
These significant information policy problems each relate to privacy in different ways,
but they are not at the heart of privacy itself. In the absence of a useful definition, the
term “privacy” has done more to frustrate than to help the people who want to solve these
important policy problems.

Privacilla.org has proposed a definition of privacy that is intended to assist people
working seriously to solve privacy-related public policy problems: Privacy is a
subjective condition that exists when two factors are in place. First, one must have legal
power to control information about one’s self. Second, one must have exercised that
power consistent with his or her interests and values.

Importantly, privacy is a subjective condition. This means that individuals
determine its contours for themselves based on their own highly personal wants and
needs. Through experience, upbringing, and culture, each person develops a sense of
privacy that is his or her own. One person can not tell another what his or her sense of
privacy should be. Nor can legislators or

regulators determine for an entire society Privacy exists when a person
what information practices deliver privacy
to the people in it _has Iegal_ power to control_
information and has exercised
The first factor — the legal power | that power consistent with his

to control the release of information — -
goes to the existence of choice, not how or her interests and values.

pleasant the choices are. In the private sector, people almost always have the ability to
control information about themselves. By declining to deal with others or engage in
commercial transactions that have unsatisfactory consequences for information, they can
decide absolutely who receives information about them. A variety of laws like contract,
trespass, burglary, and battery enforce people’s decisions to limit the access others have
to information about them. Though it is not always easy to use, the existence of legal
power to control information satisfies the first factor.

When dealing with governments, people rarely have legal power to control
information. The data necessary to collect taxes, deliver benefits, and police citizens is
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collected by force of law. Data collected and held by governments — even if
confidential “by law” — may be deemed categorically unprivate because governments
have the power to change the terms under which information is held and used. This is
why government can fairly be called the greatest threat to privacy. No slight is intended
to the good motives of public servants when the observation is made that loss of privacy
is a cost of government.

Exercising control of information — the second factor that delivers privacy —
relies on an educated and aware population pursuing their own interests in the
marketplace. We cannot presuppose what consumers want in terms of privacy and
publicity. Many consumers are unaware of how the Information Economy works, and
the fact that they are a part of it. Other consumers have made rational decisions to share
information in exchange for lower prices, convenience, customer service, customization,
and other benefits. Only educated, empowered, and responsible consumers can maintain
privacy at the level and on the terms they want it. They do this by going where they
want, speaking to whom they want, and transacting with whom they want on the terms
they want.

Having captured “privacy” as an information policy, it is possible to consider the
privacy torts in clearer relation to privacy itself. Each branch of the privacy torts protects
interests with a different relation to privacy, and some blend into other legal doctrines.

Intrusion

The intrusion tort gives a cause of action to someone who has taken ordinary steps
to control information about him or herself, but finds it defeated by the unusual or
outrageous behavior of others. The woman intruded upon while giving birth, for
example, had reasonably protected information about her appearance and condition by
retreating to a closed room for the purpose of childbirth. By strong custom and by
implicit promise, she was joined there only by people with a role in her aid and an
obligation to remain silent or discreet about the things they observed. The man entering
the room without permission, and not subject to these conditions wrongly defeated her
exercise of control over sensitive personal information, and invaded her privacy.

When matters of less intimacy are revealed, behavior that may give rise to an
intrusion cause of action may more closely resemble other torts and crimes. For example,
someone who enters or peeps into an empty house, seeing nothing particularly
provocative, may be more plausibly committing trespass or burglary than invading
privacy. (The law of trespass is one of dozens of laws that protect privacy without direct
reference to the concept. It gives legal force to people’s privacy-protecting choices to
retreat into their homes and close their doors and curtains, preventing strangers from
observing them.)

On its outskirts, the intrusion tort more closely resembles harassment or stalking.
Repeatedly phoning a person or trailing a person in public have less to do with divesting

9

The Privacy Torts: How U.S. State Law Quietly Leads the Way on Privacy Protection
A Special Report by Privacilla.org (July 2002)



them of control over information as divesting them of peace of mind. These behaviors do
not fit too comfortably in the intrusion branch of the privacy torts.

Public Disclosure of Private Facts

The disclosure cause of action is probably most central to the proper conception
of privacy. The existence of this tort means that people holding sensitive information
about others have a legally enforceable obligation not to give that information needless
publicity.

Our society has certain expectations about what can be done with such
information, and anyone who does not publicize sensitive information about themselves
may expect that others will treat such information with tact. The disclosure tort protects
Americans’ privacy in hundreds of ways, even if they do not take special steps to protect
themselves. The disclosure branch of the privacy torts provides a fundamental level of
privacy protection: ordinary Americans living ordinary lives will not have sensitive
personal information about them bandied about by anyone other than themselves.

False Light
The tort known as false light has little direct connection to the heart of privacy,

clearly conceived. A publication that characterizes a person incorrectly, or that insinuates
false negative information, has not defeated a person’s exercise of control over personal
information. It has concocted incorrect information about the person. The law of
defamation is designed to protect against harmful falsehoods, and the tort of false light
privacy could be folded into defamation law.

Appropriation
The appropriation tort also appears to have little to do with the heart of the

privacy concept. It requires no wrongful defeat of someone’s efforts to control
information about him or herself. It only requires that the use of that appearance or
identity be commercial in nature and that the use be without permission. It is closely
related to a doctrine called the “right of publicity,” which protects a property right that
notable figures have created in their names and identities. The appropriation tort could
probably be folded into that body of law.

Each of the privacy torts are an important information policy. Examining the law
— and the concept of privacy itself — as information policy may help us better
understand and analyze them. Particularly the torts known as “intrusion” and “public
disclosure of private facts” protect Americans’ privacy from interference by others.

Beyond understanding the contours of this privacy-protecting body of law, it is

equally important to consider the implications of the state privacy torts for current policy
debates.
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Implications of the Privacy Torts

The privacy torts have significance to many elements of the public debate on
privacy today. Policymakers at all levels of government, and in governments throughout
the world, should be better aware of this privacy protection in the United States, and they
should consider it carefully.

Comprehensive Baseline Protections that Allow Innovation

The privacy torts provide baseline privacy protections, below which no company
or individual may go. They are not limited to any type of information or medium. They
cover all information, including medical and financial information, and they apply
equally to communications on or off the Internet.

The privacy torts give a cause of action only to individuals who have suffered
harm. This means that they pick out only bad actors for punishment while allowing
beneficial uses of information to go forward. The privacy torts do nothing to thwart
innovative uses of information except require people to use reasonable caution about the
effects on privacy of what they do.

This is the precise mix of characteristics that many politicians and bureaucrats
claim to be pursuing in highly regulatory and inelegant, top-down information policy
mandates. Under widely touted regulatory proposals at both the state and federal levels,
entire uses of information — beneficial or not — would be cut off or curtailed to try to
get at privacy protection.

The oractical effect of existing ULS The privacy torts combine

e practical effect of existing U.S. -

law bears repeating: The privacy torts Wlth_ corpor_ate peer-pressure
provide baseline privacy protections in all and INCreasSing consumer
media and pertaining to all subjects. They awareness to make the

pick out bad actors for punishment, while . .
allowing beneficial uses of information to go United States a worldwide

forward. leader in privacy protection.

Unfortunately, many people who should be aware of this law and its implications
have not been. The quality of the privacy debate has suffered as a result.

Attention Public Officials: Privacy Protection Already Exists

Domestic U.S. officials who are proposing new privacy legislation and regulation
should be aware that they are not operating in a vacuum. The baseline protections of the
privacy torts combine with corporate peer-pressure and increasing consumer awareness to
make the United States a worldwide leader in private-sector privacy protection. As the
U.S. Department of Commerce said in a July, 2000 memorandum to the European
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Commission, “The right to recover damages for invasion of personal privacy is well
established under U.S. common law.”?

Officials in foreign governments and international bureaucracies must also be
made aware that their highly regulatory, highly prescriptive, and largely unenforceable
proposals are a weak alternative to the privacy protections available to consumers in the
United States. Their efforts to capture a complex social phenomenon like privacy in law
and regulation have been an uninspiring failure.

The Role of Privacy Advocates in Perpetuating Ignorance

The relative ignorance of many officials and policymakers to existing U.S.
privacy law cannot be blamed on them alone. They appropriately rely on many sources
for information, among them privacy advocates. Many pro-regulation privacy activists
and so-called consumer advocates have disinformed Congress and the public about the

existence of privacy protections for consumers.

Pro-regulation privacy They have fostered a degree of hysteria by
activists and so-called encouraging the impression that consumers are
consumer advocates have completely unprotected by existing law.
disinformed Congress For example, the Electronic Privacy
and the public. Information Center’s 2000 Privacy and Human

Rights book states flatly “The U.S. has no

comprehensive privacy protection law for the private sector.” (At the end of the same
paragraph, a brief sentence acknowledges the privacy torts’ existence.) Knowing of the
baseline protections created by the privacy torts, EPIC officials have testified to Congress
that “virtually no meaningful [online privacy] protections are in place.”?

Other privacy advocates have abetted regulators in acting with intentional
ignorance of the privacy torts. In December 1999, when it promulgated its sweeping
regulation of health care information practices under the Health Insurance Portability and
Accountability Act, the Department of Health and Human Services mentioned the
existence of the privacy torts twice, even noting that state tort law allows patients to hold
health care providers accountable for some unauthorized disclosures of health
information. But it relied on and quoted a study by the Institute for Health Care Research
and Policy at Georgetown University to find that “‘state laws, with a few notable

20 U.S. Department of Commerce, Damages for Breaches of Privacy, Legal Authorizations and Mergers
and Takeovers in U.S. Law (memorandum to European Commission) (July 14, 2000)
http://www.ita.doc.gov/td/ecom/PRIVACYDAMAGESFINAL.htm

2L EPIC AND PRIVACY INTERNATIONAL, PRIVACY AND HUMAN RIGHTS 2000 231 (2000).

%2 Marc Rotenberg, Director, Electronic Privacy Information Center, Testimony and Statement for the
Record on Communications Privacy before the Subcommittee on Courts and Intellectual Property, House
Judiciary Committee, U.S. House of Representatives (March 26, 1998) (discussing online privacy)
http://www.epic.org/privacy/internet/rotenberg-testimony-398.html.
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exceptions, do not extend comprehensive protections to people's medical records.’”?

The study came to this conclusion by specifically excluding state common law.

There are baseline privacy protections in state common law. The suitability of the
privacy torts are a matter of opinion, though, that should be openly debated and
discussed. If the tort law is inadequate, this does not mean that it does not exist.
Advocates who have allowed lawmakers and regulators to move forward without fully
considering the privacy torts have been less than candid with these public officials and
breached the trust invested in them. Congress, state legislatures, and international bodies
should be more skeptical of what they hear from advocates in privacy debates.

Important Criticisms Exist

The privacy torts are discussed far too rarely, and dismissed too easily by
policymakers. But there are important criticisms of the privacy torts that should be
considered.

One is that the privacy torts are too weak — that they do not protect consumers
from enough of what happens with information today. Unfortunately, this point is rarely
made directly. As discussed above, advocates have preferred to act as though the privacy
torts do not exist so they can push lawmakers to enact a whole range of information
policies cut from whole cloth, only some of which have to do with privacy.

Those who advocate such views have failed to articulate a new theory of privacy
that would benefit American consumers more than existing law. They should say how
the privacy torts are deficient — how consumers are being harmed legally today.
Advocates of heavy regulation have yet to come forward with any new theory of privacy
that is even close to coherent.

A related criticism is that there are few successful lawsuits under the privacy torts.
This suggests that the amount of successful litigation is a proxy for privacy protection.
Others suggest that the privacy torts are dying out.

It is true that there are few . . .
lawsuits, and even fewer successful An mgramed part of our social

ones, under the privacy torts. Butthis | and business culture is that we do
may be precisely because the privacy | not reveal personal information
torts are good law. An ingrained part of about others so as to expose them

our social and business culture is that . o "
we do not reveal personal information to public humiliation or ridicule.

about others so as to expose them to

% Standards for Privacy of Individually Identifiable Health Information, 65 Fed. Reg. 82,461 (2000),
quoting Health Privacy Project, Institute for Health Care Research and Policy, Georgetown University, The
State of Health Privacy: An Uneven Terrain 17 (1999)
http://www.georgetown.edu/research/incrp/privacy/statereport.pdf.
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public humiliation or ridicule. The outrage that companies spawn when they do so, or
even threaten to do so, is evidence of this strong cultural norm. The baseline protections
for privacy in the tort law reflect this culture. Both the cultural rule and the law are
widely obeyed.

It is wrong to count lawsuits or enforcement actions as a measure of the quality of
law. Consider what would happen if local politicians rated traffic laws a success because
police were issuing a large number of tickets. An enraged electorate would rightly
bounce them out of office. Extensive litigation is just as much an indicator that
something is wrong with the law than that something is right. Laws like the privacy torts
must be judged on qualitative factors like whether consumers are being harmed by lawful
information practices.

The relatively low level of successful litigation under the privacy torts should give
comfort to businesspeople that are especially sensitive to the threat of legal liability.
Those criticizing the privacy torts because they do not spawn enough litigation probably
object to the substantive protections of this law. If they believe the baseline protections
should be raised, they ought to say so directly and articulate what is inadequate about
existing protections.

Another argument is that the privacy torts have been weakened by Supreme Court
cases under the First Amendment. It is true that the privacy torts give way when freedom
of speech is implicated. Our Constitution gives a higher priority to speech about matters
of public concern than to the power of individuals to maintain privacy. But all other
methods of protecting privacy share the same flaw. Indeed, highly regulatory attempts to
protect privacy by banning information-sharing interfere with speech even more than the
privacy torts. The quantity of speech they would ban is much larger, and it is not limited
to speech that causes harm. Arguments against the privacy torts based on the First
Amendment are really arguments for placing privacy ahead of the First Amendment and
freedom of speech.

The Superiority of Litigation to Administrative Regulation

The privacy torts help demonstrate that using litigation to protect privacy is
dramatically superior to using regulation aimed at the same ends.** Prescriptive
regulation is an appropriate model for protecting the public in only a limited number of
circumstances, such as when there is a high risk of danger to human life and health, when
preventing risk requires a high degree of technical expertise, or when creators of risk can
not be identified and required to reduce this externality (i.e. air pollution and some water
pollution). Privacy does not fit these categories.

# A February 2000 conference conducted at the U.S. Chamber of Commerce compared litigation and
administrative regulation as ways to address human life and health. The discussion applies well to all
interests that may be protected in these ways. See Manhattan Institute for Policy Research, Regulation
Through Litigation: Assessing the Role of Bounty Hunters and Bureaucrats in the American Regulatory
Regime (February 2000). http://www.manhattan-institute.org/html/mics2a.htm
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Prescriptive regulation may be called for where there is significant risk to human
life or health because the injuries people may suffer are irreversible or deadly. This
makes compensation after the fact impossible or insufficient. Though suffering a privacy
violation can be devastating, information policy can not be fairly characterized as an area
of significant danger to human life or health. In medical devices, for example,
prescriptive regulation can cut down on risk by requiring new innovations to be reviewed
and approved before use. Society bears a significant cost for this type of regulation; it
can easily thwart innovation that itself would improve and extend life. Many regulatory
proposals aimed at privacy follow this same model — essentially preventing
“unapproved” uses of information to prevent unidentified potential harms.

Though privacy is important, this approach would be overkill, and it probably
runs contrary to increasing overall social welfare. Information practices are evolving
rapidly in light of the growth of the Internet and digital technologies. They should not be
cabined at this early point, before we learn all the

Attempting to refine good things that can be done with information.

“ . PRTIr Administrative regulation aimed at privacy would
hotice an(_j choice” Is a tend to lock in information practices that exist today,

technocratic approach and deprive consumers of the benefits that future

that can not succeed. innovations would inevitably bring.

Privacy is also emphatically not an area where preventing risk requires a high
degree of technical expertise. Privacy is a social construct, not a technical matter.
People’s definitions of privacy are subjective; in each individual, privacy competes with
other interests. Privacy is also constantly changing for individuals and for society as a
whole. Attempts to treat privacy as a technical matter are foolishness.

Experience under the federal Gramm-Leach-Bliley Act has shown this to be the
case. Under that law, financial services companies are required to provide customers
with a notice and opt-out that, in the end, allows them to decline advertising tailored to
their particular circumstances. The attempt to capture privacy in a “notice-and-choice”
regime has done almost nothing to deliver real privacy to real people, though it may have
briefly excited the rigidly anti-commercial privacy activists.

Attempting to refine “notice and choice” is a technocratic approach that can not
succeed. Responding to the privacy interests of individuals, or society as a whole, is a
matter of social skill and perhaps artistry — not technical capability. Companies that
explain the value of information sharing to consumers, while assuring their comfort and
safety, will deliver privacy on the terms that consumers desire. They should be free to try
any way they want without being straight-jacketed by “notice and choice.”

Experiments with statutory privacy regulation at the federal level have been
particularly disastrous because of the privacy-eroding provisions privacy legislation has
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contained. The Health Insurance Portability and Accountability Act and the Gramm-
Leach-Bliley Act were both passed under claims that Americans’ were getting greater
privacy protection. But both of these laws preserved and reinforced the power of
governments to delve into citizens’ personal and private medical and financial
information.

At least privacy protection through litigation does not make disingenuous claims
to be protecting privacy while guaranteeing the power of governments to collect and use
Americans’ personal and private information. Pro-regulation privacy activists, burned
several times in the legislative and regulatory processes, have not yet learned to stay
away.

Protecting privacy through litigation appears to be a vastly superior approach to
prescriptive legislation and regulation. Advocates of regulation need to use a great deal
more caution. Businesses interests that seek to make productive use of personal
information should also use caution around legislative proposals.

Be Cautious With Preemption

The protections provided by the privacy torts have a dual effect on current debate
about whether there should be federal preemption of state privacy law in the U.S.
Federal lawmakers are considering whether a welter of state privacy laws would hamper
commerce. This would justify sweeping aside such laws under the authority given by the
U.S. Constitution’s Commerce Clause. The business community is weighing whether
they would be better off with a single federal privacy standard, accompanied by
preemption of state law.

First, federal preemption of the state privacy torts would be a significant and
objectionable retreat for privacy protection in the United States. Any preemption should
be limited to regulatory statutes — not the baseline privacy protections provided by the
state privacy torts. Because some states adopted the privacy torts by statute, preempting

state privacy statutes would not be appropriate.
States should not perform | Rather, any preemption should go to state

; regulation that attempts to prevent harm indirectly
experlmental SUrgery on by dictating information practices. The privacy

their economies in the torts address harms directly by giving consumers a
name of privacy. cause of action when they are injured.

Second, greater knowledge of the existence and force of the privacy torts should
reduce the pressure on state legislators to pass unwise regulatory privacy legislation.
This, in turn, should reduce the need for preemption. In other words, there should not
need to be preemption because states should not perform experimental surgery on their
economies in the name of privacy.

16

The Privacy Torts: How U.S. State Law Quietly Leads the Way on Privacy Protection
A Special Report by Privacilla.org (July 2002)



Additionally, because most state privacy proposals would have significant extra-
territorial effects and operate as regulation of national markets, they are likely ultimately
to be stricken under the Supreme Court’s “Dormant Commerce Clause” jurisprudence.
The Court has found that state legislation having the effect of regulating national markets
is unconstitutional. Congress should affirm this doctrine and make it an explicit
enactment under the Commerce Clause not limited to privacy.

Preemption of most state privacy legislation following the prescriptive regulatory
model would be a matter of indifference to clear-thinking privacy advocates because
none of this type of legislation particularly helps real people achieve greater actual
privacy.

Consumer Awareness is Still the Only Solution

The only thing that can deliver privacy on the terms consumers want it is action
by consumers themselves. Consumers should be more aware of the true threats to their
privacy, the laws that protect their privacy, and the laws that protect them from other
harmful uses of information. Too much hype has been given to privacy threats that exist
online and in the market for consumer information. Happily, consumers have seen
through it and continue to go online, while businesses have learned what information
practices consumers will and will not tolerate.

Putting aside that government — not business — is Consumer
the most important threat to their privacy, consumers need | awareness Is still
to con_tinue_learning_ the informat_ion that_ a}llow_s them to the onIy solution
make intelligent, privacy-protecting decisions in the
marketplace. There is no alternative to active, intelligent consumers for delivering
privacy on the terms consumers want. They also need to be aware that existing law
protects their privacy in important respects. What they do with that information is up to
them. Anyone who presumes to know what consumers wants demonstrates their own
foolishness and contempt for consumers by doing so.

Conclusion

Privacy is an exceedingly complex topic. The term itself has never been
satisfactorily defined, and it has not found its proper place in rational discussion of
various contemporary information policies. The term “privacy” is brandished in debates
about a variety of different concerns people have as we enter the Information Age.

The state privacy torts provide explicit baseline protections for privacy at the
same time as they allow innovative new uses of information to occur. For the most part,
they have been unsung as privacy protecting law in the United States.

The ignorance of many key players in privacy policy has been abetted by privacy
activists and self-styled consumer advocates. They have contributed to widespread
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ignorance of existing privacy law and fostered a level of hype about privacy threats in
order to advance a suite of information policies that range widely across the landscape.

Legislators, bureaucrats, the press, and the public should be better aware of the
explicit privacy protection available in the United States through the privacy torts. This
knowledge will help consumers know better when their privacy is threatened and when it
is safe. And it will help dissuade legislators from experimental legislation clumsily
aimed at delivering privacy by dictating information policy.

The existence and meaning of the state privacy torts is one of many factors that
remain to be considered in our collective effort to respond to the privacy challenges we
face in the Information Age. Our future holds great promise, and more of the benefits of
the information economy will be available to more people if we face these challenges
intelligently and with better awareness of the law that already protects us.
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Appendix: The Privacy Torts State-by-State: Key Cases, Statutes, and Sources®

The following list of key cases, statutes, and other sources should serve as a
starting point for determining the status of the privacy torts in each state’s law. Most
states have adopted the privacy torts by common law or statute. In some, the privacy
torts are established through interpretation of the state’s constitution. A few states have
adopted some branches of the privacy torts but not others. Still other states have declined
to adopt these privacy protections at all.

Alabama

Phillips v. Smalley Maintenance Services, 711 F.2d 1524 (11" Cir. 1983) (applying
Alabama law)

Liberty Loan Corp. v. Mizell, 410 So. 2d 45 (Ala. 1982)

Hamilton v. South Cent. Bell Tel. Co., 369 So. 2d 16 (Ala. 1979)

Smith v. Doss, 251 Ala. 250, 37 So. 2d 118 (1948)

Alaska
Chizmar v. Mackie, 896 P.2d 196 (Alaska 1995)

Arizona
Rutledge v. Phoenix Newspapers, 148 Ariz. 555, 715 P.2d 1243 (Ariz. Ct. App.1986)

Arkansas
Dodrill v. Arkansas Democrat Co., 265 Ark. 628, 590 S.W.2d 840 (1979)

California

Briscoe v. Reader’s Digest Ass’n, 4 Cal. 3d 529, 483 P. 2d 34, 93 Cal. Rptr. 866, (1971)
Melvin v. Reid, 112 Cal. App. 285 (1931)

Gerstein, California’s Constitutional Right to Privacy: The Development of the
Protection of Private Life, 9 HASTINGS CONST. L. Q. 385, 402-411 (1982).

Colorado

Gilbert v. Medical Economics, 665 F. 2d 305, 307 (10" Cir. 1981) (applying Colorado
law)

Rugg v. McCarty, 173 Colo. 170, 476 P.2d 753 (1970)

Connecticut

Venturi v. Savitt, Inc., 191 Conn. 588, 468 A.2d 933 (1983)

Honan v. Dimyan, 52 Conn. App. 123, 132, 726 A.2d 613, cert. denied, 249 Conn. 909
(1999)

% Sources: STUART M. SPEISER ET AL., THE AMERICAN LAW OF TORTS Vol. 8, pp. 835-1004 (1991);
author’s research.
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Delaware

Avallone v. Wilmington Medical Center, 553 F. Supp. 931 (D. Del. 1982)
Barbieri v. News-Journal, 56 Del. 67, 189 A.2d 773 (1963)

Reardon v. News-Journal, 53 Del. 29, 164 A.2d 263 (1960)

District of Columbia

Dresbach v. Doubleday & Co., 518 F. Supp. 1285 (D. Dist. Col. 1981)
Afro-American Publishing Co. v. Jaffe, 125 App D.C. 70, 366 F.2d 649 (1966)
Bernstein v. National Broadcasting Co., 129 F. Supp. 817 (D.C. Dist. Col. 1955)

Florida

Loft v. Fuller, 408 So. 2d 619 (Fla. Dist. Ct. App. 1981)
Cason v. Baskin, 159 Fla. 31, 30 So. 2d 635 (1947)
Cason v. Baskin, 155 Fla. 198, 20 So. 2d 243 (1944)

Georgia

Ramsey v. Georgia Gazette Publishing, 164 Ga. App. 693, 297 S.E.2d 94 (1982)
Georgia Gazette Publishing v. Ramsey, 248 Ga. 528, 284 S.E.2d 386 (1981)
Cabaniss v. Hipsley, 114 Ga. App. 367, 151 S.E.2d 496 (1966)

Pavesich v. New England Life Ins., 122 Ga. 190, 50 S.E. 68 (1905)*

Hawaii

HAw. ConsT. art. I, § 6; Stand. Comm. Rep. No. 69, reprinted in 1 Proceedings at 671,
673-75

Fergerstrom v. Hawaiian Ocean View Estates, 441 P.2d 141 (Haw. 1968)

Idaho

Hoskins v. Howard, 132 Idaho 311, 316, 971 P.2d 1135 (1998)

Baker v. Burlington N., Inc., 99 Idaho 688, 587 P.2d 829 (1978)
Peterson v. Idaho First Nat'l Bank, 83 Idaho 578, 367 P.2d 284 (1961).

Ilinois

Cantrell v. American Broadcasting Cos., 529 F. Supp. 746 (N.D. Ill. 1981) (applying
[linois law)

Beresky v. Teschner, 64 11l. App. 3d 848, 381 N.E.2d 979 (1978)

Leopold v. Levin, 45 1ll. 2d 434, 259 N.E.2d 250 (1970)

Eick v. Perk Dog Food, 347 Ill. App. (abstract) 293, 106 N.E.2d 742 (1952)

ILLINOIS CONST. art. I, 88 6, 12

% Said to be the first American case to recognize a tort of invasion or violation of privacy.
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Indiana

Allstate Ins. v. Dana Corp., 759 N.E.2d 1049 (Ind. 2001)
Doe v. Methodist Hosp., 690 N.E.2d 681 (Ind.1997)
Ledbetter v. Ross, 725 N.E.2d 120 (Ind. Ct. App.2000)

lowa

Howard v. Des Moines Register & Tribune, 283 N.W.2d 289 (lowa en banc 1979)
Winegard v. Larsen, 260 N.W.2d 816 (lowa 1977)

Bremmer v. Journal-Tribune Publishing, 247 lowa 817, 76 N.W.2d 762 (1956)

Kansas
Froelich v. Adair, 516 P.2d 993 (Kan. 1973)

Kentucky
McCall v. Courier-Journal & Louisville Times, 623 S.W.2d 882 (Ky. 1981)
Brents v. Morgan, 221 Ky. 765, 299 S.W. 967 (1927)

Louisiana

Batts v. Capital City Press, 479 So. 2d 534 (La. App. 1985), review denied, 503 So. 2d
482 (La.)

Jaubert v. Crowley Post-Signal, 375 So. 2d 1386 (La. 1979)

LA. Civ. CoDE art. 2315

Maine
Estate of Berthiaume v. Pratt, 365 A.2d 792 (Me.1976)

Maryland

Bilney v. Evening Star Newspapers, 43 Md. App. 560, 406 A.2d 652 (1979)
Hollander v. Lubow, 277 Md. 47, 351 A.2d 421 (1976)

Household Finance Corp. v. Bridge, 252 Md. 531, 250 A.2d 878 (1969)
Carr v. Watkins, 227 Md. 578, 177 A.2d 841 (1962)

Massachusetts
Cefalu v. Globe Newspaper, 391 N.E.2d 935 (Mass. App. 1979)
MAss. GEN. L. ch. 214, § 1B (1974)

Michigan

Lansing Ass'n of School Adm'rs v. Lansing School Dist. Bd. of Educ., 549 N.W.2d 15
(Mich. Ct. App. 1996)

Earp v. City of Detroit, 167 N.W.2d 841 (Mich. Ct. App. 1969)

Minnesota
House v. Sports Films & Talents, 351 N.W.2d 684 (Minn. Ct. App. 1984)
Hendry v. Conner, 303 Minn. 317, 226 N.W.2d 921, 923 (1975)

21

The Privacy Torts: How U.S. State Law Quietly Leads the Way on Privacy Protection
A Special Report by Privacilla.org (July 2002)



Mississippi
Young v. Jackson, 572 So. 2d 378; (Miss. 1990)
Plaxico v. Michael, 735 So. 2d 1036 (Miss. 1999)

Missouri

Mason v. Williams Discount Center, 639 S.W.2d 836 (Mo. App. 1982)
McNally v. Pulitzer Publishing, 532 F.2d 69 (8" Cir. 1976)
Biederman’s of Springfield v. Wright, 322 S.W.2d 892 (Mo. 1959)

Montana
Welsh v. Pritchard, 241 P.2d 816 (Mont. 1952)

Nebraska
Brunson v. Ranks Army Store, 161 Neb. 519, 73 N.W.2d 803 (1955)

Nevada

Montesano v. Donrey Media Group, 99 Nev. 644, 668 P.2d 1081 (1983)
M & R Investment Co. v. Mandarino, 103 Nev. 711, 748 P.2d 488 (1987)
Norman v. City of Las Vegas, 64 Nev. 38, 177 P.2d 442 (1947)

New Hampshire
Hamberger v. Eastman, 206 A.2d 239 (N.H. 1964)

New Jersey
McGovern v. Van Riper, 43 A.2d 514 (N.J. Ch. 1945)

New Mexico

McNutt v. New Mexico State Tribune, 538 P.2d 804 (N.M. Ct. App. 1975)
Blount v. T D Publishing, 77 N.M. 384, 423 P.2d 421 (1967)

Hubbard v. Journal Publishing, 69 N.M. 473, 368 P.2d 147 (1962)

New York

Roberson v. Rochester Folding Box, 171 N.Y. 538, 64 N.E. 442 (1902)

N.Y. Civ. RIGHTS LAw 88 50, 51 (interpreted to limit recovery for violation of privacy
only to those acts making commercial use of one’s name or likeness)

North Carolina

Miller v. Brooks, 472 S.E.2d 350 (N.C. Ct. App. 1996)

Renwick v. News and Observer Publishing, 312 S.E.2d 405 (N.C. 1984)
Barr v. Southern Bell Tel. & Tel., 185 S.E.2d 714 (N.C. Ct. App. 1972)

North Dakota
Hougum v. Valley Memorial Homes, 574 N.W.2d 812 (N.D. 1998)
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Ohio

King v. Crown Cork & Seal, 5 Ohio App. 3d 49, 449 N.E.2d 14 (1982)
Rinehart v Toledo Blade, 21 Ohio App. 3d 274, 487 N.E.2d 920 (1985)
Housh v. Peth, 165 Ohio St. 35, 133 N.E.2d 340 (1956)

Oklahoma
McCormack v. Oklahoma Publishing, 613 P.2d 737 (Okla. 1980)

Oregon

Anderson v. Fisher Broadcasting Cos., 300 Or. 452, 712 P.2d 803 (en banc 1986)
Humphers v. First Interstate Bank, 298 Or. 706, 696 P.2d 527 (1985)

Hinish v. Meier & Frank Co., 166 Or. 482, 113 P.2d 438 (1941)

Pennsylvania

Spencer v. General Tel. Co., 551 F. Supp. 896 (M.D. Pa. 1982) (applying Pennsylvania
law)

Vogel v. W.T. Grant Co., 458 Pa. 124, 327 A.2d 133 (1974)

Rhode Island
Kalian v. People Acting Through Community Effort (PACE), 122 R.1. 429, 408 A.2d 608
(1979)

Henry v. Cherry & Webb, 30 R.I. 13, 73 A. 97 (1909)
R.1. GEN. LAws 1956 (1969 Reenactment) § 9-1-28 (protecting only against unauthorized
use of name, portrait, or picture for commercial advantage)

South Carolina
Rycroft v. Gaddy, 281 S.C. 119, 314 S.E.2d 39 (S.C. Ct. App. 1984)
Meetze v. Associated Press, 230 S.C. 330, 95 S.E.2d 606 (1956)

South Dakota
Montgomery Ward v. Shope, 286 N.W.2d 806 (S.D. 1979)
Truxes v. Kenco Enterprises, 119 N.W.2d 914 (S.D. 1963)

Tennessee

International Union v. Garner, 601 F. Supp. 187 (M.D. Tenn. 1985) (applying Tennessee
law)

Street v. National Broadcasting Co., 512 F. Supp. 398 (E.D. Tenn. 1977), aff’d 645 F. 2d
1227 (6" Cir.)

Swallows v. Western Electric Co., 543 S.W.2d 581 (Tenn. 1976)

Martin v. Senators, Inc., 220 Tenn. 465, 418 S.W.2d 660 (1967)
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Texas

Palmatier v. Beck, 636 S.W.2d 575 (Tex Ct. App. 1982)

Justice v. Belo Broadcasting, 472 F. Supp. 145 (N.D. Tex. 1979)

Southwestern Bell Tel. Co. v. Ashley, 563 S.W.2d 637 (Tex. Civ. App. 1978)

Gonzales v. Southwestern Bell Tel. Co., 555 S.W.2d 219 (Tex. Civ. App. 1977)
Industrial Found. of South v. Texas Industrial Accident Bd., 540 S.W.2d 668 (Tex. 1976)
Kimbrough v. Coca-Cola/USA, 521 S.W.2d 719 (Tex. Civ. App. 1975)

Cullum v. Government Employees Financial Corp., 517 S.W.2d 317 (Tex. Civ. App.
1974)

Billings v. Atknison, 489 S.W.2d 858 (Tex. 1973)

Utah

Stien v. Marriott Ownership Resorts., 944 P.2d 374 (Utah Ct.App.1997)

Turner v. General Adjustment Bureau, 832 P.2d 62 (Utah Ct. App.), cert. denied, 843
P.2d 1042 (Utah 1992)

Cox v. Hatch, 761 P.2d 556 (Utah 1988)

Russell v. Thomson Newspapers, 842 P.2d 896 (Utah 1992)

Donahue v. Warner Bros. Pictures Distributing, 2 Utah 2d 256, 272 P.2d 177 (1954)

Vermont
Hodgdon v. Mt. Mansfield Co., 624 A.2d 1122 (Vt. 1992)

Virginia
VA. CoDE ANN. § 8.01-40 (giving cause of action to those whose “name, portrait, or
picture is used without having first obtained the written consent of such person”)

Washington
Rhinehart v. Seattle Times, 98 Wash 2d 226, 654 P.2d 673 (en banc 1982)
Mark v. Seattle Times, 96 Wash. 2d 473, 635 P.2d 1081 (1981)

West Virginia
Crump v. Beckley Newspapers, 320 S.E.2d 70 (W. Va. 1984)

Wisconsin
Wis. STAT. 8§ 895.50 (1977)
Yoeckel v. Samonig, 75 N.W.2d 925 (Wis. 1956)

Wyoming

Hasvold v. First USA Bank, N.A., 194 F.Supp.2d 1228 (D. Wyo. 2002)
Jewell v. North Big Horn Hosp. Dist., 953 P.2d 135 (Wyo. 1998)
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